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Introduction
1. Compute platforms are adding more and new sensors
into their designs
2. Mobile Operating systems are evolving rapidly to use
sensor fusion & context aware applications to provide
immersive experience and differentiations
3. Context aware “always-on” sensing needs to run in
the background at lowest power to ensure battery life
is minimally impacted
4. Low power Always ON environment has to be
designed with data security in mind.
 How can we protect sensitive personal data derived
from sensors?

Intel® Integrated Sensor Solution
Overview
• Integration into Intel ® Atom and Core
Intel® SoC
Application
Processor

Intel
Integrated
Sensor
Solution

Sensors

– Low power Always On Solution
– Robust Sensor Firmware built around
RTOS.
– Extendable sensing and advanced
context fusion enhancement for new
applications

• Sensors supported
– Increasing number and type of physical
sensors supported

Intel® Integrated Sensor Solution
Sensors Supported
• Intel® Integrated Sensor Solution enables “always on”
sensing usages with a new range of applications
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1. Intel® Context Sensing
SDK enabling
application with
additional context
processing & cloud
support
2. Firmware Development
Kit (FDK) for faster
innovation &
differentiation using Intel
Sensor Algorithms and
extensions
3. FDK support for fully
customized solution.
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Low Power Hardware Architecture
• Sensor Hub
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– Low power X86 CPU
@100MHz w/ internal
program and data memory
(640kB SRAM, 32kB L1$,
8kB ROM)
– I/O ports for connection of
sensors (I2C, SPI, UART,
GPIO)
– Power management and
clocking unit
 Autonomous sub-system
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• Processing (sensor data
acquisition, sensor algorithms
and capable of fusion)
• Power delivery – Sensor hub
can operate while rest of SoC
is in low power mode
• Enables “Always On” Sensing
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Security aspects - On the Device and In the Cloud
Cloud Server
1.

WWW
Cloud

2.

User enrolls with service, establishes sign-on
credentials, service generates session
encryption keys so that confidential data is
protected.
User data aggregation (decryption, integrity
check, filtering and logging) based on the HW
certificate associated with the user.
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Secure sensing is enabled
under TEE control.
TEE and the Security
Engine form a Trusted
Computing Base (TCB). ISH
Firmware is signed and
verified.
Sensor data is transferred
through secure channels
(using encryption and/or
certification).

Summary and Call to Action
• Intel® Integrated Sensor Solution is the hub for
many sensors to the system and enables
“always on” sensing usages
• Intel is actively working with several partners
• In order to get your innovative & exciting
feature enabled on Intel Integrated Sensor
Solution contact :
rajasekaran.andiappan@intel.com
Local contact in Sophia-Antipolis/France: katrin.matthes@intel.com

Thank You!
Q&A

Legal Notices and Disclaimers
Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation.
Learn more at intel.com, or from the OEM or retailer.
No computer system can be absolutely secure.
Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or configuration will
affect actual performance. Consult other sources of information to evaluate performance as you consider your purchase. For more complete
information about performance and benchmark results, visit http://www.intel.com/performance.
Cost reduction scenarios described are intended as examples of how a given Intel-based product, in the specified circumstances and
configurations, may affect future costs and provide cost savings. Circumstances will vary. Intel does not guarantee any costs or cost
reduction.
This document contains information on products, services and/or processes in development. All information provided here is subject to change
without notice. Contact your Intel representative to obtain the latest forecast, schedule, specifications and roadmaps.
Statements in this document that refer to Intel’s plans and expectations for the quarter, the year, and the future, are forward-looking statements
that involve a number of risks and uncertainties. A detailed discussion of the factors that could affect Intel’s results and plans is included in
Intel’s SEC filings, including the annual report on Form 10-K.
The products described may contain design defects or errors known as errata which may cause the product to deviate from published
specifications. Current characterized errata are available on request.
No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document.
Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the referenced web site
and confirm whether referenced data are accurate.
Intel and the Intel logo are trademarks of Intel Corporation in the United States and other countries.
*Other names and brands may be claimed as the property of others.
© 2015 Intel Corporation.

Optimization Notice
Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations
that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSE3 instruction sets
and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any
optimization on microprocessors not manufactured by Intel.
Microprocessor-dependent optimizations in this product are intended for use with Intel microprocessors.
Certain optimizations not specific to Intel microarchitecture are reserved for Intel microprocessors. Please refer
to the applicable product User and Reference Guides for more information regarding the specific instruction
sets covered by this notice.
Notice revision #20110804

Risk Factors
The above statements and any others in this document that refer to plans and expectations for the second quarter, the year and the future are
forward-looking statements that involve a number of risks and uncertainties. Words such as "anticipates," "expects," "intends," "plans," "believes,"
"seeks," "estimates," "may," "will," "should" and their variations identify forward-looking statements. Statements that refer to or are based on
projections, uncertain events or assumptions also identify forward-looking statements. Many factors could affect Intel's actual results, and variances
from Intel's current expectations regarding such factors could cause actual results to differ materially from those expressed in these forward-looking
statements. Intel presently considers the following to be important factors that could cause actual results to differ materially from the company's
expectations. Demand for Intel's products is highly variable and could differ from expectations due to factors including changes in business and
economic conditions; consumer confidence or income levels; the introduction, availability and market acceptance of Intel's products, products used
together with Intel products and competitors' products; competitive and pricing pressures, including actions taken by competitors; supply constraints
and other disruptions affecting customers; changes in customer order patterns including order cancellations; and changes in the level of inventory at
customers. Intel's gross margin percentage could vary significantly from expectations based on capacity utilization; variations in inventory valuation,
including variations related to the timing of qualifying products for sale; changes in revenue levels; segment product mix; the timing and execution of
the manufacturing ramp and associated costs; excess or obsolete inventory; changes in unit costs; defects or disruptions in the supply of materials
or resources; and product manufacturing quality/yields. Variations in gross margin may also be caused by the timing of Intel product introductions
and related expenses, including marketing expenses, and Intel's ability to respond quickly to technological developments and to introduce new
products or incorporate new features into existing products, which may result in restructuring and asset impairment charges. Intel's results could be
affected by adverse economic, social, political and physical/infrastructure conditions in countries where Intel, its customers or its suppliers operate,
including military conflict and other security risks, natural disasters, infrastructure disruptions, health concerns and fluctuations in currency exchange
rates. Results may also be affected by the formal or informal imposition by countries of new or revised export and/or import and doing-business
regulations, which could be changed without prior notice. Intel operates in highly competitive industries and its operations have high costs that are
either fixed or difficult to reduce in the short term. The amount, timing and execution of Intel's stock repurchase program could be affected by
changes in Intel's priorities for the use of cash, such as operational spending, capital spending, acquisitions, and as a result of changes to Intel's
cash flows or changes in tax laws. Product defects or errata (deviations from published specifications) may adversely impact our expenses,
revenues and reputation. Intel's results could be affected by litigation or regulatory matters involving intellectual property, stockholder, consumer,
antitrust, disclosure and other issues. An unfavorable ruling could include monetary damages or an injunction prohibiting Intel from manufacturing or
selling one or more products, precluding particular business practices, impacting Intel's ability to design its products, or requiring other remedies
such as compulsory licensing of intellectual property. Intel's results may be affected by the timing of closing of acquisitions, divestitures and other
significant transactions. A detailed discussion of these and other factors that could affect Intel's results is included in Intel's SEC filings, including the
company's most recent reports on Form 10-Q, Form 10-K and earnings release.
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